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Dynamic 2,19 mvenka DNS -2 FQDN -7 nxy 5w IP -7 mawns nx 77°w9 7782 own? a0 anwipn ,nwown Dynamic DNS Update nmwoxa ox
5w 7¥nT or o7 DNS 197w W DHCP option 81 mwynka DNS -7 nX 19797 7010 R? anwpn ,n> 0 DDNS Update mawsaxi ok .DNS Update
DHCP -2 qwnnwi anwipa 12w 77w Wi 2w Wanwn anwipa ,wuanwn 070 -2Y 99 naTam Ak (Pavan R qwswn) (DDNS notv) DDNS Update axn

,Dynamic DNS Update 1y (fwown) "Enabled™ 7ma% >75 .DDNS 1o7va 1910179 mveara mw> DNS -7 nx 7127w 82 I8 ,DNS 0w option 81
.0IINT QWY TIRAT QW DR PINI? 20

N MWK
amwpa Dynamic DNS Update Client -7 Enabled
WD (wown)

.57 amwipa Dynamic DNS Update Client -7 Disabled
(o)

(Cnopn 7w mn) Periodic Update Interval .5

.Enter wpm (Cnopn 1oty mn) Periodic Update Interval ana ,Intel ME Network Name Settings nnn OO0
Enter wpm ,»1x17 mna nx topn O OO



tel(R) Management Engine BIOS Extension v6.H.3.HH18-Intel(R) HE v6.H.H.1161
Copyright(C) £ZBB3-H9 Intel Corporation. All Rights Reserved.
L ]
Host Hame
Domain Mame
Shared-Dedicated FODN
Dynamic DHS Update
TTL
Previous Menu

Value = B or >= ZA

[ENTER1=Submit

[ESCI1=Exit

.mwown Dynamic DNS Update mwsxa Jwxs pa aver o mawas sawn (1

TW .MPTA IR MR LART @ DNS -5 "pn” nerTab aRna2 T 1 AN .avnopn ooty mvwe anwipn Sw DDNS -1 197y mph 12w jar mn naTaa
.Mp7 1440 - nyw 24 Xy 01 PORA W DTRR N2 T .0 R MpT 20 DvaY TR TImMT TR Lonopn noTy v 0 bw

TTL .6

.Enter wpm TTL -ma ,Intel ME Network Name Settings nnn OO0
.Enter wpm (nrawa) »xan e nx Topn OO



tel(R) Management Engine BIOS Extenzion v6.8.3.HH18-Intel(R) HE w6.B.H.1161
Copyright(C) ZBB3-H9 Intel Corporation. All Rights Reserved.
[ 1
Host Hame
Domain Hame
Shared-Dedicated FODM
Dynamic DHS Update
Periodic Update Interwval

Previous Menu

Value in seconds

[ESCI1=Exit [ENTER1=Submit

.mwown Dynamic DNS Update mwsxa Jwxs pa aver o mawas sawn (1

,TOW SNWRIT 2R N°I2 7 Wanwn anwIpn 098I TN T I7TAT OX L0ORM D173 NAR IR A7 1901 .nawa TTL -0 31 S 7300 DR OYIpY DOWORN T 770
.DHCP 72y 7vona jam 1/3 W mp7 15 xw

(omp von) Previous Menu .7

.Enter wpm (amp von) Previous Menu 1ma ,Intel ME Network Name Settings nnn OO
.(Intel nwn m1a) Intel Network Setup 77> minwn Intel ME Network Name Settings voonn OO0

(TCPZIP nmhman) TCP/IP Settings

.Enter wpm (TCP/IP nmmaa) TCP/IP Settings ama (nwn na7a1) Network Setup vHsna OO0
.(Intel nwn n7a7) Intel Network Setup 77> minwn Intel ME Network Name Settings vonn OO

.(TCP/IP n1an) TCP/IP Settings 772 mnwn Intel Network Setup v-snn

DR 92p% 70 VIR pwnn DR wonn X1 1ol Intel MEBX -7 2wy oo 1Pv4 May X2 X 0ok IPv6 May ooween 991 Intel MEBX -1 :awn E
X7 W vnoxa IPV6 -7 090 DR 2¥a? aR aubnmn

(onmn LAN 1Pv4 nxn) Wired LAN IPv4 Configuration

.Enter wpm (unn» LAN IPv4 naxn) Wired LAN 1Pv4 Configuration 2 ,TCP/IP Settings nnn
.Wired LAN IPv4 Configuration 77> minwn TCP/IP Settings v1onn



tel(R) Management Engine BIOS Extension v6.H.3.HH18-Intel(R) HE v6.8.8H.1161
Copyright(C) ZBB3-H9 Intel Corporation. All Rights Reserved.
[ ]

Hired LAN IPU4 Configuration >

Hired LAN IPUG Configuration W
Hireless LAN IPUG Configuratiom
Previous Menu

[ESCI1=Exit [T41=5elect [ENTER]1=Access

(DHCP 1:n) DHCP Mode .1

.Enter wpm (DHCP 2x») DHCP Mode ama ,Wired LAN IPv4 Configuration nnn
.Wired LAN IPv4 Configuration 77> mnwn TCP/IP Settings v1ani

wpm ENABLED 192 .7on7 %y nyr moon nmwsr .DHCP nw »1-%y yapen TCP/IP M1t nxn ,wown DHCP 2xn ox @ (qwswn) ENABLED
.oo01 07%wa X PR CEnter

woRn DHCP axn



tel(R) Management Engine BIOS Extenzion vG6.8.3.HHH8-Intel(R) HE vw6.B.HA.1147
Copyright(C) ZBB3-H9 Intel Corporation. All Rights Reserved.
[ 1

DHCP Hode

Previous Menu

[ESC1=Exit [T41=5elect [ENTER1=Access

[ 1 DISABLED

[=]1 ENABLED

.moo1 nrwor wxr ,DHCP nx vin oxk .Enter wpm (P vin) DISABLED 1ma

.90n DHCP axn

tel(R) Management Engine BIOS Extenzion vG6.8.3.HHH8-Intel(R) HE w6.B.B.1147
Copyright(C) ZBB3-H9 Intel Corporation. All Rights Reserved.

[ 1
IPVU4 Address

Subnet Mask Address

Default Gateway Address
Preferred DNS Address
Alternate DNS Address

Previous Menu

[ESC1=Exit [T41=5elect [ENTER1=Access

[+]1 DISABLED

[ 1 ENABLED

(1Pv4 n2nd) IPv4 Address .2

.Enter wpm (IPv4 nand) 1Pv4 Address 1ma
.Enter wpm n2mno1 nmnava IPv4 -7 naino nx 1opa




tel(R) Management Engine BIOS Extension vG6.H.3.HBHH8-Intel(R) HE v6.H.H.1147
Copyright(C) £ZBB3-H9 Intel Corporation. All Rights Reserved.

[ 1

DHEP Hude_

Suhnet Hask Address
Nefault Gateway Address
Preferred DNS Address
Alternate IONS Address
Previous Menu

IP address (e.q. 123.123.123.18HH)

[ESCI1=Exit [ENTER1=Submit
(mwn nwn n>on nand) Subnet Mask Address .3

.Enter wpm (7awn nwa n>on n2nd) Subnet Mask Address ama
.Enter wpm n2no7 nTwmya mwnt nwa n2°0n N3 DR TP

tel(R) Management Engine BIOS Extenzion vG6.H.3.HBHH8-Intel(R) HME v6.H.B.1147
Copyright(C) £ZBB3-B9 Intel Corporation. All Rights Reserved.

[ 1

DHCP Mode

”IPU4 Hddress_

Default Eatemag Hddress
Preferred DNMS Address
Alternate IDNS Address
Previous Menu

Subnet mask (e.g. 255.255.255.8)

[ESCI1=Exit [ENTER1=Submit

(> nm2 ww nano) Default Gateway Address .4




.Enter wpm (571 n12 aww nand) Default Gateway Address 1na
.Enter wpm n2nom nTmya 2 171 W 1IN0 DR TP
tel(R) Management Engine BIOS Extenzion v6.8.3.HHH8-Intel(R) HE w6.B.8.1147
Copyright(C) £ZBH3-H9 Intel Corporation. All Rights Reserved.
[ ]
DHCP Hode
IPU4 Address
Subnet Mask Address
| Default Gatevay Address
Preferred DHS Address
Alternate DHS Address
Previous Menu

Default Gateway address

H.8.8.8

[LESC1=Exit [ENTER1=Submit
(no79m DNS n2nd) Preferred DNS Address .5

.Enter wpm (novm SNS nand) Preferred DNS Address qna
.Enter wpm nanoa n7mya nowmn DNS -7 nnd nR 19pn
tel(R) Management Engine BIOS Extenzion vG6.H.3.HBHH8-Intel(R) HE v6.H.B.1147

Copyright(C) £BB3-H9 Intel Corporation. All Rights Reserved.

L 1

DHCP Hode
IPU4 Address
Subnet Maszk Address
Default Gateway Address

Aiternate DHS Mddress
Previous Menu

Preferred DNS address

[ESCI1=Exit [LENTER1=Submit

(o121 DNS naind) Alternate DNS Address .6




.Enter wpm (o1 SNS n2ind) Alternate DNS Address 12
.Enter wpm n21no1 n7mva nvoonn DNS -7 nana X 7900
tel(R) Management Engine BIOS Extension v6.8.3.8BHH8/Intel(R) ME v6.H.8.1142
Copuright (C) ZBB3-H9 Intel Corporation. All Rights Reserwved.
[ ]
DHCP Mode
IPU4 Address
Subnet Mask Address
Default Gateway Address
P Address

Pl

Alternate NS address

[ESC1=Exit [ENTER1=Submnit
(o7mp v1en) Previous Menu .7

.Enter vpm (omp von) Previous Menu 2 ,Wired LAN IPv4 Configuration nnn
.TCP/IP Settings v1on? minwn Wired LAN IPv4 Configuration vnonn

(onnmn LAN 1Pv6 nmxn) Wired LAN 1Pv6 Configuration

.Enter wpm (uonnn LAN IPv6 nmxn) Wired LAN IPv6 Configuration 1ma ,TCP/IP Settings nnn
.Wired LAN IPv6 Configuration 772 mnwn TCP/IP Settings v™onn

Sw angn 3Rk v L IPVv6 m2ins ay ont DNS 5w 0w qwoR? 270 .AIRna Sw 7¥970 Ny oy msnmwn R N7y 3a Intel ME -2 IPv6 -1 mand
7y FQDN



tel(R) Management Engine BIOS Extension vG6.H.3.8BHH8-Intel(R) HE v6.B.B.1147
Copyright(C) £ZBB3-H9 Intel Corporation. All Rights Reserved.
]

Previous Menu

[ESCI1=Exit [T41=5elect [ENTER1=Access

:mxan IPV6 -7 mano ay nwa pwan 93 5w 3MENa DR PINT? 1001 .02 097 mam IPV6 pwsna nomin Intel ME Sw nwnn noionn awn E

UAIR NITNIA ANNINY RS NR nmpn N2 OO0
PUMLIR NITAR INNINY DML Mana wbw OO0
DHCPvV6 -7 >7-5%v mman anmznw nnx nana OO0
LYo X2 NTAR InMRNY nnx IPv6 nano OO0

(IPv6 nmon nma) IPv6 feature Selection .1

.Enter wpm (IPv6 mmon nna) IPv6 Feature Selection ana ,Wired LAN IPv6 Configuration nnn

. IPv6 Feature Selection mawora .Enter wpm 'Disabled’ ana :(>hvun) DISABLED



tel(R) Management Engine BIOS Extenzion vG6.8.3.HHH8-Intel(R) HE vw6.B.HB.1147
Copyright(C) ZBB3-H9 Intel Corporation. All Rights Reserved.
[ 1

IPUGE Feature Selection

Previous Menu

[ESC1=Exit [T41=53elect [ENTER1=Access

[+]1 DISABLED

[ 1 ENABLED

.Enter wpm 'Enabled’ 1ma :(hwown) ENABLED
.NMn ool Em nawown IPv6 Feature Selection mnwaxa

tel(R) Management Engine BIOS Extension vG6.H.3.HBHH8-Intel(R) HE v6.H.H.1147
Copyright(C) £ZBB3-H9 Intel Corporation. All Rights Reserved.

[ 1
- IPUG Feature Selection

IPUG Interface ID Type

IPUG Address

IPUG Default Router

Preferred DNS IPUG Address
Alternate DNS IPUG Address
Previous Menu

[ESCI1=Exit [T41=5elect [ENTER]1=Access

(IPv6 pwnn nanm a0) IPv6 Interface ID Type .2

.Enter wpm (IPv6 pwnn 13m 20) IPV6 Interface ID Type a2 ,Wired LAN IPv6 Configuration nnn
64) "wn phnn R pwnnn aam PR pnn X0 IPV6 -1 am c1-%y pamanw IPV6 -1 iR ,20pn C1wn n2aomn nruminIX naman annxnw IPv6 - nand

(




MR 93 N0

RN MWwoR

Random

N2 7T o LRFC 3041 -2 9RINND RIPR 901 MYEARA numor pom IPv6 pwnn anm ) 1D

.5Tmn "

(OxPR

.MAC -7 n23n2 myxnxa numvR pom IPV6 pwnn nmm Intel ID

T QY T 1T pwana IR N2eAn 3T A0 Dvna Lo nvapl IPv6e pwnn aam hw o aeng Manul?i:t)l
.apn

q‘ 1 o)

tel(R) Management Engine BIDS Extension v6.8.3.8888/Intel(R) ME v6.8.8.1142

Copuright(C) Z8
[

B83-89 Intel Corporation. All Rights Reserved.
1

_IPU@ Feature 3Select

[ESC1=Exit

e

chur

IPUGE Address

IPVUGE Default Router
Preferred DNS IPVUG Address
Alternmate DNS IPVG6 Address

Previous Menu

[t4+1=Select [ENTER]1=Access

m_ LU
[ 1 Intel ID
[ 1 Manual ID

(1IPv6 n:nd) IPVv6 Address .3

.Enter wpm (IPv6 n:nd) IPv6 Address ama ,Wired LAN IPv6 Configuration nnn
.Enter wpm IPv6 -1 n2nd nx 7907



tel(R) Management Engine BIOS Extenzion vG6.8.3.HHH8-Intel(R) HE vw6.B.HA.1147
Copyright(C) ZBHB3-H9 Intel Corporation. All Rights Reserved.

[ 1
IPUG Feature Selection
IPUG Interface ID Type
IPUG Default Router

Preferred DHS IPUG Address
Alternate DHS IPUG Address
Previous Menu

IPUE address (e.g. Z2881:db8::1428:57ab or any other wvalid IPUG address)

[ESCI1=Exit [ENTER1=Submit

(1PVv6 v % na 2m) 1Pv6 Default Router .4

.Enter wpm (IPv6 v %7nn n12 2m1) 1Pv6 Default Router a2 ,Wired LAN IPv6 Configuration nnn
.Enter wpm IPV6 Sw 571n7 N2 2°01 DR 120

tel(R) Management Engine BIOS Extenzion vG6.8.3.HHH8-Intel(R) HE w6.B.H.1147
Copyright(C) £ZBH3-H9 Intel Corporation. All Rights Reserved.
[ 1
IPUGE Feature Selection
IPUG Interface ID Type
IPUGE Address

IPUGE Default Router

Preferred DNS IPUG Address
Alternate DNS IPUG Address
Previous Menu

IPUE addresszs (e.qg. Z2881:db8::1428:57ab or any other valid IPVUG address)

[ESCI1=Exit [ENTER1=5ubmit

(noym DNS IPVv6 nand) Preferred DNS IPv6 Address .5




.Enter wpm (no7vm DNS IPv6 nand) Preferred DNS IPv6 Address ama ,Wired LAN IPv6 Configuration nnn
.Enter wpm noymn DNS IPv6 -1 nano nR 1opn

tel(R) Management Engine BIDS Extension v6.8.3.888B8-Intel(R) ME v6.8.8.1142
Copuright(C) £BB3-89 Intel Corporatiom. All Rights Reserved.

[ 1

IPUE Feature Selection

IPVUE Interface ID Type

IPUE Address

IPUE Default Router

Alternate DNS IPVUG Address

Previous Menu

IPVE address (e.qg. 2881:db8::1428:57ab or any other valid IPVG address)

[ESCI1=Exit [ENTER]1=5Submit

(noon DNS 1Pv6 nano) Alternate DNS IPv6 Address .6

.Enter wpm (n°m7n1 DNS IPv6 nand) Alternate DNS IPv6 Address 1n2 ,Wired LAN IPv6 Configuration nnn
.Enter wpm n>m517 DNS IPV6 -7 2> nX 7900



tel(R) Management Engine BIOS Extenzion vG6.8.3.HHH8-Intel(R) HE vw6.B.H. 1147
Copyright(C) ZBB3-H9 Intel Corporation. All Rights Reserved.
[ 1
IPUGE Feature 3Selection
IPUG Interface ID Type
IPUG Address
IPUG Default Router
Preferred DNS IPUG Address

Alternate DNS IPUG Address

Previous Menu

IPUE address (e.g. Z2881:db8::1428:57ab or any other wvalid IPVUG address)

[ESCI1=Exit [ENTER1=Submit

(omp v1en) Previous Menu .7

.Enter wpm (omp von) Previous Menu ama ,Wired LAN IPv6 Configuration nnn
.TCP/IP Settings vnon> minwn Wired LAN IPv6 Configuration vnsna

Covinox LAN IPv6 5w axn nyap) Wireless LAN 1Pv6 Configuration

.Enter wpm (Cvwnox LAN IPv6 v xn ny»ap) Wireless LAN 1Pv6 Configuration ana ,TCP/IP Settings nnn
.Wireless LAN IPv6 Configuration n7% minwn TCP/IP Settings v1ona



tel(R) Management Engine BIOS Extension v6.H.3.HH18-Intel(R) HE v6.H.H.1161
Copyright(C) ZBB3-H9 Intel Corporation. All Rights Reserved.

[ ]

IPUGE Feature Selection

IPUG Interface ID Type
Previous HMenu

[ESCI1=Exit [T41=5elect [ENTER]1=Access

(IPv6 mnon nma) IPv6 feature Selection .1

.Enter wpm (IPv6 mnon nna) IPVv6 Feature Selection ama ,Wireless LAN IPv6 Configuration nnn

tel(R) Management Engine BIOS Extenszion v6.H.3.HBH18-Intel(R) HE v6.8.8.1161
Copyright(C) £BH3-H9 Intel Corporation. All Rights Reserved.

[ ]

IPUE Feature Selection

IPUE Interface ID Type
Previous Menu

[ESCI1=Exit [T41=3elect [ENTER]1=Access

[ 1 DISABLED

[«]1 EMABLED

(IPv6 pwnn anm o) IPv6 Interface ID Type .2




.Enter wpm (IPv6 pwnn 1am x0) IPVv6 Interface ID Type ana ,Wired LAN IPv6 Configuration nnn
64) "wn Ponn RN pwnnn aam PR ponn R0 IPv6 -1 an1 c1-%y pamanw IPV6 - iR ,00pon C1wn N2 nrumioR N annxnw IPv6 -7 nand
.(nx 92 nravo

RN MIwoR
Random
N2 07T oo LRFC 3041 -2 9RINnd RIPR D901 MYEARA oMok pom IPv6 pwnan mnm 7)) 1D
oTmn "
(OxPR

.MAC -7 n2wno nmwgnka v pow IPV6 pwnn amm Intel ID

Manual
ID
(17 o)

QY TN I PWRNT SR NAPAR T M0 DR LUK nvaps IPV6 pwman g Sw o amenn
.apn 7w

tel(R) Management Engine BIODOS Extension v6.8.3.8818/Intel(R) ME v6.8.8.1161
Copuright (C) 2883-89 Intel Corporatiom. All Rights Reserved.
[ 1

IPUG Feature Selection

IPUG Interface ID Type

Previous Menu

[ESC1=Exit [t41=5elect [ENTER]1-Access

[ 1 Random ID

[#] Intel ID
[ 1 Hanual ID

(o7mp ven) Previous Menu .3

.Enter wpm (amp v1on) Previous Menu ana ,Wireless LAN IPv6 Configuration nnn
.TCP/IP Settings von? mnwn Wireless LAN IPv6 Configuration vnang

(7xn x99 nwah nwn) Unconfigure Network Access

X977 w1 nwe) Unconfigure Network Access ama ,(Intel ME namisvbs Hw axn nyap) Intel ME Platform Configuration v»sna OO0
.Enter wpm (7mxn

.7pooR 197 2¥n vk Intel ME -5 orw o1 137 1awn E



Intel(R) Hanagement Engine BIOS Extension vh.B8.1.88E3
Copyright(C) 2BA3-88 Intel Corporatiom. All Rights Reserved.
L INTI 1

Intel(R) HE State Control

Change HE Password

Password Policy

Network Setup

Activate Hetwork Access

Unconf igure Network Access

Remote Setup And Configuration >

FH Update Sefftings -

[ESCI1=Ex=it [TL1=5elect [ENTER1=-Access

[Cautionl

Resets network settings including nefwork ACLs

to factory defaults. System resets on MEBx exit.
Continue: (¥Y~N)

.xn Huab o1 () Y yma OO0

Intel(R) Hanagement Engine BIOS Exten=ziom vh.A.1.8883
Copyright(C) 2BA3-88 Intel Corporatiom. All Rights Reserved.
. : .

1
Intel(R) HE State Control
Change HE Password
Pas=sword Policy
Network Setup
Activate Network Access
Unconf igure Hetwork Access
Remote Setup And Configuration >
FH Update Sefftings -

[ESCI1=Exit [TL1=Select [ENTER 1=-Access

[CAUTION]
Reset Intel(R) AHMT Provisioning: (Y-N)

.Enter wpm (axo» apsox->x) Full Unprovisioning 2 OO0




Intel(R) Hanagement Engine BIOS Extension vb.A.1.88E3
Copuright(C) 2BA3-88 Intel Corporatiom. All Rights Reserved.
[ INTI : N ]

Intel(R) HE State Control
Change HME Password
Password Policy

Network Setup

Activate Hetwork Access

Urconfigure Nefwark Access
=

Remote Setup And Configuration
FH Update Seffings >

[ESCI1=Ex=it [TL1=5elect [ENTER1-Access

Foll lipprovision

%72 apsox-ox 100

Intel(R) Hanagement Engine BIOS Extenszion vwb.B8.1.8HA3

Copuright(C) 2883-88 Intel Corporatiom. All Rights Reserved.
L 1

Intel(R) HE State Control

Change ME Password

Pas=sword Policy

NHetwork Setup

Activate Metwork Access

Remote Setup And Configuration >
FH Update Settings -

[ESCI=Exit [TL1=Select [ENTER1=-Access

Full Unprovision

Un—Provision Intel(R) AMT in progress...

(P amgn nyapy 707an) Remote Setup And Configuration

wpm (P nrumvR TN nyhapy 71a) Automated Remote Setup and Configuration ana ,Intel ME Platform Configuration v™sna
.Enter

.Automated Remote Setup and Configuration 77> minwn Intel ME Platform Configuration v»sana




tel(R) Management Engine BIOS Extenzion vG6.8.3.HHH8-Intel(R) HE vw6.B.HA.1147
Copyright(C) ZBB3-H9 Intel Corporation. All Rights Reserved.

[ 1
Provizioning Record
RCFG [
Provisioning Server IPU4-IPUG
Provisioning Server FOIDN
TLS P3K [
TLS PKI [
Previous HMenu

[ESCI1=Exit [T41=5elect [ENTER1=-Access

(°no1 Apook 2¥n) Current Provisioning Mode

.Enter wpm (°ro1 npsox 2¥n) Current Provisioning Mode ama ,(nrumuik amgn nyapy a7a) Automated Setup and Configuration nnn
.PSK & PKI ,(x5%) None :noun apoora TLS awn naxa — (non apsox 2¥n) Current Provisioning Mode

Intel(R) HManagement Engine BIOS Extenszion v6.H.1.HHH3
Copuright (C) Z2BA3-88 Intel Corporation. All Rights Reserved.
L 1

Current Provisioning Mode
Provisioning Record

RCFG [
Provisioning Server IP
Provisioning Server FODN
ILS PSE [

TLS PEKI -
Previous Menu

[ESCI=Exit [TL1=Select [ENTER1=Access

Provisioning Mode: PEI

(npook nmwn) Provisioning Record




.Enter wpm (fpsor nmwn) Provisioning Record ana ,Automated Setup and Configuration nnn
Provision Record not" nymaa sxin Intel MEBX -2 ,1n7 X% 2°hn37 oR .n2wnn 5w apsorkn PSK/PKI nmwA 11 nawi — Provisioning Record
.(7R¥M1 XY npoOR W) "present

Intel(R) HManagement Engine BIOS Extension v6.H.1.HHH3
Copyright(C) Z2BA3-88 Intel Corporationmn. All Rights Reserved.
L 1
Current Provisioning Mode

Provisioning Record

RCFG >
Provisioning Server IP
Provisioning 3Server FODN
ILS PSE >
ILS PEI >
Previous Menu

[ESCI=Exit [TL1=Select [ENTER1=-Access

Provision Record i= not present

SN2T 19IND AXIN APDORT MW L, INT 0°1N10 OX

%N mIwox
TLS

rovisionin
PKI 1% PSK ,(x97) None :namwna 9w "ioua 78ni 28 nien p rnodg

(TLS %w mpoox 2¥n)

Provisioning IP

L7XNA NYapY 0TI nw v 1P -1 nand Sw IP nand)

(7pooxa

Date of

.MM/DD/YYYY at HH:MM n12n2 ,apooRa 5w aywm JIRNT Naxs Provision

(7poor RN)

0 7 .2 AMEN nyeap aveanaw o1vb Intel MEBx -2 ,8% w ,nvap1 "PKI DNS Suffix" -n 5w a7xnn ox g
w2 FQDN -5 11 navo mmwm DHCP option 15 %y 27 Janon anwipm avapl X2 DNS -7 nnvo nxnw poxn
T k2 DNS -7 navob amx kN0 Py avapl DNS -a navo nznw poxn 1 77w a0 nvnap 0w Yw mpha
LTRNT NYAR N YW mpha

DNS
™ (82) "NO" mRma -5y HyDy1 AMEng nyapy ATaTn 7Poan ox vy — (R -5y Yyom) Host Initiated
ST=5Y DYDY AMENT NYAARY AT TRAnw Poxn (30) Yes" LnaRnn v7-by Hyont XY AMENg nYhapy TR hanw
.(72%2 PKI) mxnn

Hash Data

L ) ) L =
.(12%2 PKI) omnn 40 12 eera Sw Hash -1 onn1 naxn (Hash n1)

Hash Algorithm

.(712%2 SHA1 (PKI -2 p1 n2°nn w375 .Hash -7 20 wen (Hash onx)

Hash -7 anmuox ax (X7) "NO™ magn .amaw 27mma 002 anabx Xm0 Hash -7 anmaabx ox (319) "Yes™ naxn

. . IsDefault
(7292 PKI) v waw 7nn0 0702 on e R

(7292 PKI) w2 "omaw apoora nw 5w FQDN -5 FQDN

Serial Number

.(owoxn mwn) Certificate Authority -1 2w 0»117°07 229017 DX NI»¥ng 2107 32 N2 nnanna (1o 50m)




Time Validity
LRI NPT NPYT2 DR D2V NWORT OR Y Pass
(1 D 1aw)

RCFG

.Enter vpm RCFG 12 ,(Intel 5w pwmn nrumvx 7xn nynapy a7aa) Intel Automated Remote Setup and Configuration vona
.(Intel 5w mnn 7xn nyap) Intel Remote Configuration 77> minwn Intel Automated Remote Setup and Configuration v™an;

tel(R) Management Engine BIOS Extenzion vG6.8.3.HHH8-Intel(R) HE w6.B.H.1147
Copyright(C) £ZBB3-B9 Intel Corporation. All Rights Reserved.
[ 1
Start Configuration

Previous Menu

[ESC1=Exit [T41=5elect [ENTER1=-Access

(7xn nyeap nhnnn) Start Configuration

.Enter wpm (7mzn ny»ap nonna) Start Configuration Jna ,Intel Remote Configuration v1ona
PR 7MEN DY YRaL 301 KXY L NOYDM APR PN TMEN NYap OX
.(19) Y ama ,pwnn amzn nyap (AwerY) 2vonh oo



tel(R) Management Engine BIODOS Extension vG6.H.3.HBHH8-Intel(R) HE v6.B.B.1147
Copyright(C) £BB3-H9 Intel Corporation. All Rights Reserved.
[ ]
Start Configuration
Previous Menu

[ESCI1=Exit [T4]1=5elect [ENTER]1=Access

[Cautionl
This will activate Remote Configuration.
Continue: (¥-N)

(omp v1on) Previous Menu

.Enter wvpm (amp v19on) Previous Menu 1na ,Intel Remote Configuration v»msna
.Intel Automated Remote Setup and Configuration 77> minwn Intel Remote Configuration v»™an7

(1Pv4/1Pv6 npooxk nw) Provisioning Server IPv4/1Pv6

.Enter wpm (IPv4/1Pv6 pooxk nw) Provisioning Server 1Pv4/1Pv6 nma ,Intel Automated Setup and Configuration v sna

.Enter wpm apoox7 naw nand nx Topn OO0



tel(R) Management Engine BIOS Extenzion vG6.8.3.HHH8-Intel(R) HE vw6.B.HA.1147
Copyright(C) ZBB3-H9 Intel Corporation. All Rights Reserved.

[ ]

Current Provisioning Hode
Provizioning Record

RCFG [
Provisioning 3erver FOIDN
TLS P3K [

TLS PKI [
Previous HMenu

Provizioning server address

[ESCI1=Exit [ENTER1=Submit

.Enter wpm npooxt nw Hw axexen aoon nx opn OO0

19971 X 97 pvta nRvY ooy LIntel AMT 5w apsora nw Yw (65535 — 0) nxoxn oon

tel(R) Management Engine BIDS Extenszion v6.8.3.BHH8-Intel(R) ME v6.H.8.1142
Copuright(C) ZBAB3-H9 Intel Corporatiom. All Rights Reserved.
[

1

Current Provisioning Mode
Provisioning Record

RCFG -
Provisioning Server FODN
TLS PSE -

TLS PKI -
Previous Menu

Port number (B-655351)

[ESC1=Exit [ENTER1=Submit

(FQDN npoox nw) Provisioning Server FQDN

.Enter wpm (FQDN npsox naw) Provisioning Server FQDN qna ,Intel Automated Remote Setup and Configuration v™sna
.Enter wpm npooxa nw >w PQDN -1 nx 7900




Intel(R) Hanagement Engine BIOS Exten=szion vwb.8.1.8883
[ENTER1=Submit=s Reserved.

L 1 L
Current Provizioning Hode
Provizioning Record
RCFG (3
Provizioning Server IP
Provizioning Server FOIN
TLS PSE
TLS PRI
Previous Menu

Enter FUODN of provisioning server

.1 o3 PKI -1 PSK 1y ,mm mw AMT voxw nawn Sw FQDN -7 o3 v . (72922 PKI) wera omnw aposoxn nw Sw FQDN -1

TLS PSK

.Enter wpm TLS PSK ma ,(Intel 5w nrumwx amzn ny»apy 717a7) Intel Automated Setup and Configuration v»ona
.(Intel >w TLS PSK nmzn nv»ap) Intel TLS PSK Configuration a7 minwn Intel Automated Setup and Configuration v=snn
9 p g

TLS PSK 5w 7701 mnTam DR 9710 771 miwn v™en
Intel(R) HManagement Engine BIOS Extenszion v6.H.1.HB8HH3
may cause Intel(R) AMT partial wunprovizionon. HAll Rights Reserved.

L 1

Set PID and PPS ‘

Delete PID and PPS ==
Previous Menu

[ESCI=Exit [TL1=Select [ENTER1=Access




(PPS -y PID naman) Set PID and PPS

.Enter wpm (PSS -1 PID nmn) Set PID and PPS am ,Intel TLS PSK Configuration v»™sna
.Enter wpm PID 50
.Enter wpm PPS 195pn

Intel(R) Hanagement Engine BIOS Extension v6.H.1.HHH3
[ENTER1=Submits Reserved.
Set PID and PPS
Delete PID and PP5S ==
Previous Menu

Enter PID (e.g. ABCD-1234)

PID: 1234-ABCD »37) .apn n1ana PPS -1 PID -7 nR prve w2 . "x0a" oR¥n1 71800 N9eap) 71760 OX L, 0°pon apdoxk-"X2 a1an PID/PPS -1 nman
.(; PPS: 1234-ABCD-1234-ABCD-1234-ABCD-1234-ABCD

28D LT WA YW WY1 OR LOITATT W 7807 2371 R 7w 82 '0000-0000-0000-0000-0000-0000-0000-0000" 5w PPS 1w mwn E
.(nna ®7) 'Not-started’ -5 2 77%07 nyoapY 77700

(PPS -1 PID nprn) Deleting PID and PPS

.Enter wpm (PSS -1 PID npin) Delete PID and PPS ama ,Intel TLS PSK Configuration v™sna
.Intel MEBX -» ax»w nymia aimn L3197 o7p 1na &2 PPS -m PID -7 ox .Intel ME -2 ouomxnw o»noun PPS -m PID -7 DR npmn 71 MOwsaR

L(X2) N 2, 330 X7 ar .(39) Y 2 ,PPS -m PID -7 °27w nR pin? °12



Intel(R) Hanagement Engine BIOS Extension vwb.8.1.8HA3
may cause Intel(R) AMT partial wunprovisionon. HAll Rights Reserved.
L 1
Set PID and PPS =
Delete PID and PPS s«
Previous Menu

[ESCI=Exit [TL1=Select [ENTER1=-Access

[Caution]
This will delete the PID and PPS entries.
Continue: (¥-N)

(o7mp von) Previous Menu

.Enter wpm (omp von) Previous Menu am ,Intel TLS PSK Configuration v™sna
.Intel Automated Remote Setup and Configuration 77%> mnwn» Intel TLS PSK Configuration vnonn

TLS PKI

.Enter wpm TLS PKI 112 ,Intel Automated Setup and Configuration v™sna
.(Intel >w pmm g nyeap) Intel Remote Configuration 777 minwn Intel Automated Remote Setup and Configuration vana

(P axn nyap) Remote Configuration

.Enter wpm (P amen nyap) Remote Configuration ana ,Intel Remote Configuration vnona
. 21) "In-process™ 2zm TN NYORY 77T ,N°P9T 1PDOR- M PN "ap v
yxna) Ul " XM R¥NI TMXNT NYIPY TITNTT NI DR NP0 APDOR-OKRY DM PN RN DY YW 91nul/Mwer

MRN MWOHR

191 (P aMxn nyap) 'Remote Configuration® oow»on pa .nvian o axn nyap | Disabled
.o (o7p ven) ‘Previous Menu' (90un)

Enabled

L0°3X7 0°901 MW, DAWOWRD PInn XN NYhap (Awown)

.Enter wpm (i) Disabled ama :Disabled v
.Enter vpm (hwown) Enabled ana :Enabled may



Intel(R) Hanagement Engine BIOS Extension vwb.8.1. 8883
may cause Intel(R) AMT partial wunprovisionon. HAll Rights Reserved.
L 1

PEI DNS Suffix
Manage Hashes
Previous Menu

[ESCI=Exit [TL1=Select [ENTER1=-Access

PKI DNS Suffix

.Enter wpm (PKI DNS n»vo) PKI DNS Suffix a2 ,Intel Remote Configuration v»sna
.Enter wpm PKI DNS -7 navro nX 7900

Intel(R) Hanagement Engine BIOS Exten=szion vb6.8.1.88A3
[ENTER1=-Submit=s Reserved.

L 1 L

Remote Configuration =

Manage Hashes

Previous Menu

Enter PEKI DNS Suffix

(Hash »x»o 71) Manage Hashes




.Enter wpm (Hash >»o %1) Manage Hashes ama ,Intel Remote Configuration v»™ona

Intel(R) Hanagement Engine BIOS Extension v6.H.1.H8H3
[INS1=Add [DEL1=Del [+1=Active [ENTER1=Viewd.
L 1 L

Remote Configuration ==

PEI DNHS Suffix

Manage Hashes

Previous Menu

Hash Mame Active Default
eriSign Class 3 Primary CA-G1

UeriSign Class 3 Primary CA-G3

Go Daddy Class 2 CA

Comodo AAA CA

Starfield Class 2 CA

X2m qon7 , 77y Hash 72°0n AR nownn ar J97men 112 23 2ven 2xsn nXY Hash Name -7 nR »xm noavna Hash -7 30 nX 71900 1 mawesRa 7na
.Intel MEBXx -2 v

1
Remote Configuration EnahlesDizahle =
Hanage Certificate Hashes
Set FQDM
Set PKI DHS Suffix
Return to Previous Menu

[ESCI=Exit [tl1=8elect [ENTER]1=Access

There were no hashes detected in the system.

Do you want to add a hash? (Y¥Y/H>

1979 ®an avoa Py Lo mwek axnm Hash noowt oan L, (59) "Yes" mwn ox
Manage v15na orar 2°Ka7 2°Wwpna .n37vna Hash -1 o0 91112 n7opn napa poon (k11 Yw Manage Certificate Hash (Hash qonn
.Certificate Hash

TRen wpn
.0MBNIN ARYY Escape

.Nonh vk aRmn MR Hash naon Insert
.Nownnn 1w okt Hash nponn Delete
naww wexa Hash 5w 9 woi agnn e

2w R Hash Hw oovaoi nagn




(v x oxmn Hash nooin) Adding Customized Hash

1X27 om0 naxn? N ,Manage Certificate Hash qona Insert wpna %y o>

Intel(R) Management Engine BIOS Extension v5.H.H.HBHH8
Copyright(C) ZBH3-B? Intel Corporation. All Rights Reserved.
[ ]
Remote Configuration Enable-sDizsable ==
Manage Certificate Hashes
Set FOIN
3et PKI DHS Suffix
Return to Previous Menu

Enter Hash Nane

[ESC1=Exnit [ENTER1=Submit

Sk Hash 77w nx i wpann ,Enter %y awpna .(onn 32 ) Hash -7 aw nR 317 -poweR oxkmn Rk Hash o7 1o

Intel(R) Management Engine BIOS Extension v5.H.H.B8888
Copyright(C) ZBB3-BY Intel Corporation. All Rights Reserved.
[ ]
Remote Configuration EnablesDizable ==
Manage Certificate Hashes
Set FOIN
Set PKI DHS Suffix
Return to Previous Menu

Enter Certificate (e.g. ABCD-1Z234-ABCD-1234-ABCD-1Z234-ABCD-1Z234-ABCD-1234)

3213-3213-3213-3213-3213-3213-3213-3213-3213-

[ESC1=Exnit [ENTER1=Submit

Invalid Hash™ ayvmian xn ,mmoknna nvana 1mn R 7wn ar .(2°n2 32 a1 SHA-2 may oona 20 31 SHA-1 may) »o»x70pa Joon &1 ek Hash 1w
.Hash -1 %w w97 2¥nn nx 73772 wpann ,"Enter ™ %y nwpna (2w 701 - *pin &2 Hash mwex 1) "Certificate Entered - Try Again




Intel (R) Hanagement Engine BIOS Extenzion w5.H.H.HHHE
Copyright(C) ZBB3-B7 Intel Corporation. All Rights Reserved.
[ 1
Remote Configuration Enable-sDizable ==

Manage Certificate Haszhes
set FUODH

Set PKI DNS Suffix

Return to Previous Menu

C D-1234)
Set this hash certificate as active? [(Y-/NH)

[ESC1=Exit [ENTER1=Submit

IX27 19N L, wR ornn Hash -1 5w 9977 2327 pR 7707an Jnawn

.2wo3 ymon nweR axnma Hash -1 (19) Yes e
S0 1 R? IR LEPS -9 qomne powek oxknien Hash -1 (R%) (57 nm2) No e

(Hash npnn) Deleting a Hash

1X37 Jona naxa? o ,Manage Certificate Hash jona Delete wpnn Sy axonb
.90 NP2 WD TR R Sw Hash pinnb i X 1w E



Intel (R) Hanagement Engine BIOS Extenzion wSH.H.H.HHHE
Copyright(C) ZBH3-BY Intel Corporation. All Rights Reszerved.

[ HAIN MEHU 1
Remote Configuration EnablersDlizable ==
Manage Certificate Haszhes

set FUODH

Set PKI DNS Suffix

Return to Previous Menu

Hazh Hame Active Default
VeriSign Class 3 Primary CA-G1 [] [=]
VeriSign Class 3 Primary CA-G3 [] []
Go Da
Comod
Starf Delete this certificate hash? (Y-sH)
name

[ESC1=Exit [INS 1=Add [DEL1=Del [+1=Active [ENTER1=Vieu

.maw ekt Hash nR pinn nawasn 1 mawsr

P Intel MEBX 7 %y nnbws anaw Hash -1 nponn mvmin (30) Yes o
PR 77%N N7 NN noawam Intel MEBX »7-5y prini 1k anaw Hash -1 (8%) No e

(>von 2wnn ww) Changing the Active State

1837 qona naxa? o1 ,Manage Certificate Hashes qoma "+' wpni Yy meenb

[ 1
Remote Configuration EnabhlesDisahle ==
Manage Certificate Hashes

Set FGQDH

Set PKI DHS Suffix

Return to I'revious Menu

r

Hazh Mame Default
Hashl B |

Change the active state of this hash? (Y-H»

[ESC1=Exit LINS1=Add [DEL1=Del [+1=Active [ENTER 1=View

.PSK npoox 72im2 wwrw? par Hash -nw nroxn woy Hash naan .amaw nwexa Hash 5w 2°w9i 2xnn 1w nns (39) Y 5w mawn

(" x Hash nxs) Viewing a Certificate Hash

1827 Jona naxnR N ,Manage Certificate Hash qona Enter wpnia v azon®




Intel(R) MHanagement Engine BIDS Extenzion v5.H.H.HHBH
Copyright(C) 2883-87 Intel Corporation. HAll Rights Reserved.
[ ' ' 1
Remote Configuration EnablesDisable =

Manage Certificate Hashes
Set FODHN

Set PKI DN3 Suffix

Return to Previous Menu

Hash Hame: Uerilign Class 3 Primary CA-G1
Hash Data: 7V42C-319Z2-EGA7-E474-ER45-4954-ZBE1-BBC5-3E61-74EZ
Default: [+]1
Active: [=]
Hash
VeriSign Class 3 Primary CA-G1
VeriSign Class 3 Primary CA-G3
Go Daddy Class £ CA
Comodo AAA CAH
dtarfield Class 2 CA

[ESC1=Exit [INS1=Add [DEL1=Del [+1=Active [ENTER1=Vieu

1O°RIT D019 IR D911 WaNWwAT *192 DX MW WwRa Hash hw oovon

Hash ow e
Mk Hash »1n1 e
57M7n NP2 YD 28D e

(amp von) Previous Menu

.Enter wpm (amp v1on) Previous Menu ana ,Intel Remote Configuration v»msna
.Intel Automated Remote Setup and Configuration 77> mnwn Intel Remote Configuration v*sn3

(e o7y M) FW Update Settings

.Enter wpm (anwp 17y M) FW Update Settings a2, (Intel ME nov?e 5w 371xn nyap) Intel ME Platform Configuration vnona
.FW Update Settings 77> minwn Intel FW Platform Configuration v»ani



Intel(R) Hanagement Engine BIOS Extension vb.8.1.88A3
Copuright(C) 28A3-8H8 Intel Corporatiom. All Rights Reserved.
L 1

Local FH Update

Secure FH Update
Previous Menu

[ESCI1=Exit [TL1=Select [ENTER1=-Access

Cmipn anwp 1o7v) Local FW Update

.Enter wpm (mpn anwp no7w) Local FW Update ama ,FW Update Settings v*sna

Intel(R) Management Engine BIOS Extension vG6.B.1.HH83

Copuyright (CY 28B3-HB8 Intel Corporation. All Rights Reserwved.
L 1

Local FH Update

Secure FH Update
Previous Menu

[ESCI1=Exit [T41=5e2lect [EHMTER 1=Acces=s

[=1 DISABLED

[ 1 ENABLED

Saon IT -7 2mn ,(qwown) "Enabled™ mwora nanal qwRd .37w2 AnwIpn D omipn 197 YIn? IR WOR? 19100 nR poon Intel ME nnwp Hw omipnn 115790
2mIpna muRea pwand 777 R Intel Management Engine pwnn 917 nompn g2 Intel ME nnwp nx 1oTvb

(7v1n) "Disabled™ -5 mrummIR 1T T 7ML RIPRT NIV NAPWA MR L1097 .A00°0) WRnwn Qw2 Wanwa? NOIWAT D01 DR 2T IR AT mpn anwip NoTY
.("wown) "Enabled" -3 7 mwar 7w ,omipn N7y winT wkd LIntel ME nnwp c7-5y




(mvawn anwip N27Y) Secure FW Update

.Enter wpm (nvawn anwp no7v) Secure FW Update 2 ,FW Update Settings v™ona

Intel(R) Hanagement Engine BIDS Extenzion vb.H8.1_ 8HA3
Copuright(C) Z8A3-88 Intel Corporation. All Rights Re=zerved.
L ' 1

Local FH Update

secure FH Update

Previous Menu

[ESCI1=E=it [T41=5elect [EHTER 1=lNccess

[ 1 DISABLED

[=1 ENABLED

X? OX .N37Wn M Sw anoor wanwn ow narnn Secure Firmware Update m¥pnon . oonu2iRn anwip 11979 77012 X WORY Whnwn? NIwoR» 11 NINWOR
LAMWPI DR IDTYR P RY L, N0YA Dan Hw 3000 wanwn v 2poion

DI TIT 2OYNIAN DNVAIRA AW ONITY LNNVINRDT LW MYYARA TP DR P72 9120 1T -3 7 , mwown Secure Firmware Update m11ona qwsd
.LMS 3pnian

(omp ven) Previous Menu

.Enter vpm (amp von) Previous Menu qna ,FW Update Settings v™ona
.Intel ME Platform Configuration 77> mnwn FW Update Settings v™ann

(PRTC mman) Set PRTC

.Enter wpm (PRC namn) Set PRC ana ,Intel ME Platform Configuration vnona



Intel(R) Hanagement Engine BIDS Exten=zion vb.B8.1.8883
iENTERI-Submits Reserved.

L 1 L
Change ME Password
Pas=sword Policy
Network Setup
Activate HMetwork Access
Unconf igure Network Access
Remote Setup And Configuration
FH Update Settings
Set PRIC

Enter PRTC in GMT(UTC) format(Y¥YYY:MM:DD:HH:MM:55)

.(G3) "2 231 T2ma PRTC 2w nooxwm apwnn? nwnwn PRTC -7 77w naa .01/04/2021 - 01/01/2004 :>pn 0°3°8n miw
.Enter wpm (GMT (UTC) (YYYY:MM:DD:HH:MM:SS nv12n2 PRTC 7901

(5n»wn no>x¢ napa) Power Control

.Enter wpm ("awn n>»x mpa) Power Control ana ,Intel ME Platform Configuration v»ona
.Intel Power Control 777 mnwn Intel ME Platform Configuration v-snn

tel(R) Management Engine BIOS Extenzion v6.8.3.BHHB8-Intel(R) ME v6.H.8.1142
Copuright(C) ZBA3-H9 Intel Corporation. All Rights Reserved.

L ]

Intel(R) ME ON in Host Sleep States

Idle Timeout
Previous Menu

[ESC1=Exnit [T41=5elect [ENTER1=-Access




5w Snwn n37x n1pa) Intel ME Power Control v»asna .a»w >axn qooma Intel ME nx mas% 101 ,EUP LOT6 -1 *ENERGY STAR nmw72 7y »1
.Intel ME nnmiovbs W Hawna na0ax? amwpn v s v axna nx vap (Intel ME

Intel ME ON in Host Sleep States

.Enter wpm Intel ME ON in Host Sleep States na ,Intel ME Power Control v™ona

Intel(R) Management Engine BIOS Extension vG.H.1.HH83
Copuright(C) ZB8A3-B8 Intel Corporation. All Rights Reserved.
L 1

Intel(R) ME ON in Host S5leep States

Previcus Men

[ESCI1=E=it [T41=5e2lect [EHTER 1=Ncces=s

i=1 Besktop: ON in 38

[ 1 Desktop: OM in 5B, ME Hake in 33, 54-5

FPT x FITC nmygnra 9awn n2°a8 937°1% 97077 1772 19°a0 IR Naw® 101 .%oy Intel ME -7 >nin nyaypy am2iw Snwnn no»x n0an
LNDWM WYY ORNAR , W AWV 2w SRWRS NO2X NP2 AR N0 10 a%pa wanwn Do

.onwna novME M°an Hw oounon DR Wenan 83T 72300
M3 1’ MO 2x»% My Intel ME 1 ampo neow anxb .ME -7 5% amps nmow® v M-off 2xna axw: Intel ME |11 poo nyps anx> ,Intel ME WolL av
.M3 wx MO 2315 12y% Intel ME -5 on» o Intel ME -5 mpox .nnbwaw aRan a7poh 200

MO 23n? wy» Intel ME -w x> 37w Intel ME mmpo? 2o 82 Intel AMT a1 11 72an2 .M3 " MO 232 M-off 2xnn 1m2v° xp r o2 Intel ME -5
.Intel ME mmps® 2%n nownn ,M3 X

2 1 9Awn N3°X N2*an
ON ON SO
ON/ ME WoL OFF S3
ON/ ME WolL OFF S4/S5

Enter wpm ,7%77 2awna 121X NPT DR N

.MEBX X 9517 101 ,WebUI 777 901 amRn 792 IRT DS 1001 .2 500 129X 19020 12ynh umawIR 010 50K 2x¥nh NoYyn nNava aavn E

(P70 2wna 1 pon) Idle Time Out

.Enter wpm (0 23n2 11 poo) Idle Time Out 1na ,Intel ME Power Control vmsna



tel(R) Management Engine BIOS Extenszion v6.8.3.H8H8-Intel(R) HE vw6.B.B.1147
Copyright(C) Z883-8B9 Intel Corporation. All Rights Reserved.
L ]

in Host Sleep States

Timeout Value (1-65534)

[ESCI1=Exit [ENTERI=Submit

TWH DR PU¥N TR .MPTR 7R DR PR v .M3 2¥ma Intel ME -n 5w m%ws o Hw jar pos naTaa Intel ME Wake on naann waRr? nwnwn 7 770
.(°120) M-off 23n% Mayw *197 M3 23ma My &Y% e 91 Intel ME -w yamm

.M-off -% Ty &% %17 ,MO -2 xx21 Intel ME -7 ox :7wn E

(omp ven) Previous Menu

.Enter wvpm (omp von) Previous Menu qna ,Intel ME Platform Configuration v™sna
.Intel ME Platform Configuration 77> mnwn Intel ME Power Control v™onn

. *
ntel >7-%y 1 a1 Jpona yran

12003 972 37


http://www.intel.com/technology/platform-technology/intel-amt/index.htm

yeialan iR il

AMT 5w 770 nyap

2P1 N3N mnR nPap aw® L Intel AMT 5w a7in nyap °19% winn nnk? oy ,(Intel® Management Engine (ME 711307 W ax?» 7780 ny»ap x>
wnn 1T pwarn 1 mn . (Management Engine BIOS Extension (MEBXx %w »wx11 vonin Intel AMT configuration mawsxa ana
.Intel AMT %w %111 mnona ao°nn® Intel AMT 91> oy

57nn N2 ww ,mawn nwn novon ,TCP/IP, DHCP, VLAN, IDE, DNS 1130 ,0°2wnn ™300 5w 2°nmt nw2 A7ay W noo°0a m1an» ppIm -anwvn
.77 TR0n AP MAMIA AR QMM D020 . 0N awd

.Mwn o°0°woY ovan oy 1o . Intel AMT Configuration a7 vom

(271 021> non nna) Manageability Feature Selection e
SOL/IDER o

(anoo1 wanwn ow) Username and Password =
SOL =
(wion 001 2¥n) Redirection Mode =
(o7p v19n) Previous Menu =

(KVM n11en) KVM Configuration o
(KVM nmon nrma) KVM feature Selection =
(wnnwn npa) User Opt-in =

(P IT -» 3720 ar1war nna) Opt-in Configurable from remote IT =
(o712 v19n) Previous Menu =

(o7p v>9n) Previous Menu o

1R MW Wanwna CT-9Y T7TAT? Danei nweRa nx 991 Intel AMT Configuration 17

(™1 > mnon nna) Manageability Feature Selection

.Intel AMT Configuration 77> ninwn >wxa1 vond .Enter vpm Intel AMT Configuration ama ,>wx17 v9n2
.Enter wpm (™1 n21>> mon nna) Manageability Feature Selection ana ,Intel AMT Configuration v sna nnn

tel(R) Management Engine BIOS Extenszion v6.H.3.H8H8B8-Intel(R) HE vE.8.8.1142
Copuright(C) ZBA3-HB9 Intel Corporation. All Rights Reserved.
L 1

Manageability Feature Selection

Previous Menu

[ESCI1=Exnit [T41=5elect [ENTER1=Access

[+«] DISABLED

[ 1 ENABLED

R? 931 1w AwTDd NRI0I MTWORA NORWI WX Intel ME 5w 9101 2130 naon veien , nwowRn Manageability Feature Selection nmworn qwd



LNAWDINRD 7N

SOL/IDER

.Enter wpm SOL/IDER 112 ,(~wown Intel AMT wxo) Intel AMT Configuration a7a
.SOL/IDER 777 minwn Intel AMT Configuration a71n

(nnovoy wnanwn ow) Username and Password

.Enter wpm (fnoo1 wnnwn av) Username and Password ana ,SOL/IDER 712

tel(R) Management Engine BIOS Extension v6.8.3.8888-Intel(R) HE v6.8.8.1142
tion. All Rights Reserved.

Copuright(C) £2883-89 Intel Corpora
[

1

Usernane & Password

S0L

IDER

Redirection Mode
Previous Menu

[ENTER]1=Access

[ESCI1=Exit [T41=Select

[ 1 NISABLED

[«]1 ENABLED

991n wanwnt R .(9uun) DISABLED v mwar 7 v ,*Kerberos -2 www awyi ax .SOL/IDER m»ys M2y wanwna mMa*X DR Npdon 11 NINWwoR
.SOL/IDER n% w92 wanwn Nk 9017 WX war? IT -1 %nn mawsra ,Kerberos -2 vwnw nwvi X% ox .Kerberos 777

RN

MAWOR

DWOIRD AN0 0 wnnwn ow

(~worn) Enabled

RalralohhlBiialope) lizalalizjaliali/

(7van) Disabled

SOL

.Enter wpm SOL 112 ,SOL/IDER 7712



tel(R) Management Engine BIOS Extenzion v6.8.3.8888-Intel(R) ME vG6.8.8.1147
Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reserwved.
L 1
Uszername & Password
IDER
Redirection Hode
Previous Menu

[ESC1=Exit [T4]1=5elect [ENTER]1=Access

[=«]1 ENABLED

,SOL -2 nomin a2k nown oX .(SOL -2 nomin mipha naavn oX) 231 nw mon 78 Intel AMT 5w Smn mp2 mion 2w vha/vhpa nR winn ani? Jwoxkn SOL
MR WERY 9197 R a1 TW

RN MAVOKR

awon SOL (~woxn) Enabled

S SOL (>vn) Disabled

.72 WA DX Q0 P RIR LI 190 Pon R SOL v 1oawn ﬂ

IDER

.Enter wpm IDER 2ma ,SOL/IDER 772



tel(R) Management Engine BIOS Extenzion v6.H.3.HHHA8-Intel(R) HE v6.B.A._1147
Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reserved.
[ 1
Uszername & Password
30L
Redirection Hode
Previous Menu

[ESC1=Exit [T41=5elect [ENTER1=-Access

[=«]1 ENABLED

MR WERY 2120k 7 7w L IDE-R -2 7m0 1R mpha R Lnpman poT nnnnn L 2url mon mvenka Intel AMT Sman miph Sw 9nnk awoxn IDE-R

RN MIwoR
Jwown IDER (wown) Enabled
ovun IDER (>vun) Disabled

.72 WWW DR Q0 P ROXR LT o0 von R IDER 9w own E

(wnn 201 2¥n) Redirection Mode

.Enter vpm Redirection Mode a2 ,SOL/IDER 772



tel(R) Management Engine BIOS Extension v6.8.3.H8H8-Intel(R) HE v6.B.8.1147
Copyrighti(C) Z883-8H9 Intel Corporation. All Rights Reserved.
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DNS Configuration

(DNS) Server, Tha DNS must have information for two antitias:
= The computer running Intel® SCS5 Server must be registered in the DNS
+ A configured, operational Intel® AMT device must be regiskerad within DNS

Intelx SCS

The Motification Server with Out of Band Management Solution installed {with 1.e. Inteld
SCS Sapvar is running on this computer) must be regstered in the DNS as "ProvissonServer”.
Thes must be dona in each DNS Domain, When it sends its "Hello™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, If thera iz more than one
SCS in the domasn, the DNS will alternate between the servers. If there are multiple SCS
instances or the server platform has a different name, then CNAME records need to be
added to the DNS. '

Click on the Test button below to venfy that DNS has the "ProvisionServer® entry and that it
resolves to the comect Intel@ SCS Server.

Resolved "ProvisionServer” IP;

Resolved Intel® SCS IP:

Intel® AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FODN) of
the Intel® AMT-enabled machines that are being configured.

Intel® AMT dawvices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device s not a secure DNS client and it reles on the host G5
to maintam tha DNS record. For this reason, the Intal® AMT device snoops the DHCP
raquests and responsas isswed by the host 05, Tha Intel® AMT davice then uses the IP
provided by the DHCP to the host OS as its own,

When the host 05 is down, the Intek® AMT device requests DNS registration of its
configured FQDN from the DHCP {option B1). This waorks only if the DNS and DHCP are

Intal® AMT device satup and configuration requires: the presence of a Domain Mame System
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DNS Configuration

(DNS) Server, Tha DNS must have information for two antitias:
= The computer running Intel® SCS5 Server must be registered in the DNS
+ A configured, operational Intel® AMT device must be regiskerad within DNS

Intelx SCS

The Motification Server with Out of Band Management Solution installed {with 1.e. Inteld
SCS Sapvar is running on this computer) must be regstered in the DNS as "ProvissonServer”.
Thes must be dona in each DNS Domain, When it sends its "Hello™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, If thera iz more than one
SCS in the domasn, the DNS will alternate between the servers. If there are multiple SCS
instances or the server platform has a different name, then CNAME records need to be
added to the DNS. '

Click on the Test button below to venfy that DNS has the "ProvisionServer® entry and that it
resolves to the comect Intelf SCS Server.

Tm-:'

Resolved “ProvisionServer” IP; 192.168.20.10
Regolved Intel® SCS 1P: 192,168.20.10
Intels AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FODN) of
the Intel® AMT-enabled machines that are being configured.

Intel® AMT dawvices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device s not a secure DNS client and it reles on the host G5
to maintam tha DNS record. For this reason, the Intal® AMT device snoops the DHCP
raquests and responsas isswed by the host 05, Tha Intel® AMT davice then uses the IP
provided by the DHCP to the host OS as its own,

When the host 05 is down, the Intek® AMT device requests DNS registration of its
configured FQDN from the DHCP {option B1). This waorks only if the DNS and DHCP are

Intal® AMT device satup and configuration requires: the presence of a Domain Mame System
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DNS Configuration

(DNS) Server, Tha DNS must have information for two antitias:
= The computer running Intel® SCS5 Server must be registered in the DNS
= A configured, operational Intel® AMT device must be registered within DNS

Intels SCS

The Motification Server with Out of Band Management Solution installed {with 1.e. Inteld
SCS Sapvar is running on this computer) must be regstered in the DNS as "ProvissonServer”.
Thes must be dona in each DNS Domain, When it sends its "Hello™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, If thera iz more than one
SCS in the domain, the DNS will altermate between the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records need to be
added to the DNS. '

Click on the Test button below to venfy that DNS has the "ProvisionServer® entry and that it
resolves to the comect Intelf SCS Server.
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Resolved "ProvisionServer” IP; 192.168.20.10
Resslved Intel@® SCS 1P: 192.168.20.10
Intel® AMT Devices
Ensure that the DNS is configured with the Fully Qualified Domain Names (FODN) of
the Intel® AMT-enabled machines that are being configured.
Intel® AMT dawvices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT dewvice 5 not a secure DNS client and it rekes on the host G5
to maintam tha DNS record. For this reason, the Intal® AMT device snoops the DHCP
raquests and responses issued by tha host 05, Tha Intel® AMT device then uses the IP
provided by the DHCP to the host OS as its own,
When the host 05 is down, the Intek® AMT device requests DNS registration of its
configured FQDN from the DHCP {option B1). This waorks only if the DNS and DHCP are

Intal® AMT dewvice satup and configuration requeres the presance of a Domam Mame System
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